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Abstract - A new simply implemented identity- 
based non-interactive key sharing scheme (ID-NIKS) 
has been proposed. The security depends on the diffi- 
culty of factoring and is equivalent to RSA public-key 
cryptosystem even when the collusion among users is 
performed. The center algorithm is very simple and 
easily implemented. The extension to a common-key 
sharing scheme among multi-users is also possible. 

I. INTRODUCTION 
In this paper a new identity-based non-interactive key shar- 
ing scheme (ID-NIKS) has been proposed in order to realize 
the original elegant concept of identity-based cryptosystem[l]. 
The security of our proposed ID-NIKS depends on the diffi- 
culty of factoring and is equivalent to RSA public-key cryp- 
tosystem[2] even when the collusion among users is performed. 
The center algorithm is very simple and easily implemented. 

11. BASIC CENTER ALGORITHM 
Let P = 2p + 1 and Q = 2y + 1 @, y:primes) be two large 
Sophie Germain’s (S.G.) primes and their product be N = 
PQ.  The Carmichael function of N is given by L=lcm 
{P-1,Q-1} = 2py. Let ID1 be a user Z’s (l=A,B,C ,....) 
identity information. Let f and h be two one-way hash 
functions which produce from ID1 the following r (>  2)- 
ary m-dimensional non-zero vector vjf), of which weight 
sum is wl(> 0 ) ,  and T ( >  2)-ary n-dimensional non-zero vec- 
tor vih), of which weight sum is an odd number el much 
less than min{p,q}, respectively, i.e. f(ID1) = vif) = 

and h(lD1) = ~ l ( ~ )  = ( Z ~ ) , Z ~ ) , Z ~ ) ,  ... ...., Zr?l), Z i h )  E Z,(r 2 
2), Z j h )  = el, if el=even number, then ZrJl + Zrjl + 1. 
Then we can calculate the inverse element d~ of el such that 
el dr = 1 (mod L )  because gcd{el, L }  = 1. 

{ z o , ~ ,  ....., xn-l} and Y = {yo,yl, ....., yn-l}, and a set 
of m-random numbers Z = {ZO, 21, ....., ~ ~ - 1 ) .  Then cal- 

(Zp,Zy), Zy), ......., Z m - I  (f) ) , Zif’ E z 7 ( T  2 2), Zif) = Wl 

Here we introduce two sets of n-random numbers X =- 

culate the following equations. Xt = ~~~~ Z : h ) ~ J  (modL), 
I l h )  

K = n;:; !I3 (mod N ) ,  ZI = cy’: Zkf)zk (mod N )  and 

g ~ ( j , k )  = wJy: )d ’ (wm + Z I )  (modN) (1) 

to obtain an n x m matrix GI = [gi(j, k ) ;  0 5 j 5 n - 1, 0 5 
k < m - l , Z = A , B , C  ,..... 1. 

Finally the trusted center publishes { N, f, h, ID1 ( E  
=A,B,C, .....)} and delivers GI to  each user 1 through a se- 
cure channel or by an IC card. 

111. NON-INTERACTIVE KEY SHARING 
We assume here that two users A and B want to share a 
common-key KAB between them non-interactively. First A 
calculates f ( l D ~ )  = vsf’ and h ( l D ~ )  = v(gh) from I D B  using 
two one-way hash functions f and h. Then A executes the 
following simple calculation mod N to share a common-key 
KAB with B. 

n-1 m-1 b(h)  e~ 

K.&) = [ H { C a i f ’ g A ( j , k ) }  ’ ] 
j=O k=O 

< .  
Similarly B calculates  I IDA) = vkf’ and h(ID/a) = vy’ 

from IDA using two one-way hash functions f and h. Then 
B executes the following simple calculation mod N to share a 
common-key K A B  with A. 

Hence their shared common-key is given by 
e A e B  

(4) KAB =  MA^ (modN) 

where MAS = Y,””Y? ) d A d a  (WAZB + WBZA) (modN). ( 
IV. CONSIDERATIONS ON THE SECURITY 

One strategy to forge a common-key between any pair of third 
parties is to solve the equation (1) gathered by the user’s collu- 
sion in yjF’ and Zk, and then forge a common-key Knp between 
a and p .  The other strategy to forge a common-key between 
any pair of third parties is to solve directly the key generation 
equations 

in g,(j,  k ) ,  gathered by user’s collusion among E = A,B,C, .., 
and then to forge a common-key K,p between a and p. 

However, both strategies are impossible to execute because 
of the assumption that it is extremely difficult to break the 
RSA public-key cryptosystem. 
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